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Decomber 7, 2021

Special Agent Matthow Lanceia
Federal Bureay of Investigation
3323 Diseovery Boulavard
Manassas, Va 20009

Re: 2703(d) Ocder or Lquivalent dated Novermber 11, 2621 (Google Ref. No.
RTBGGST)
5C No. 21sc3533; 121 s0-03533-ETH

13zar Special Agent Laricela:

Pursuant to the 2793(d) Order or Equivalsnt issued in the above-refercnced imatter, we
have conducted a diligent search [or documents and information accessible on Google's systems
that are respongive Lo your request. Our tesponse is made in accordanee with stafe and federal
law, inclading the Eleclronic Commmicationa Privacy Act. See 18 LLS.C § 2701 et zeq.

Accompunying this leteer is responsive information to the exteni reasonably accessible
trum our system associated with the Google account{s), R EETOOSTELL O GAM AL OOM, as
specified in the 2703(d) Order or Equivalent. We Lave also inchided a signed Certificare of
Authenticity which includes a $isl oI hash values that eorrespond to each file conizinud in the
productitn. Google may ot retain a copy of this production bul does endeavor Lo lkeep a list of
Lhe: files and thoir respective hash values. To the exlent any document provided herem conlains
information oxceeding the scope of your request, protected from disclosure or ulherwise not
subject 1o production, i1 at all, we have redacted such information or remmoved such daty fields,

To the cxlent that the Google account(s) targetad in the fugal request have agsociated
Goople Pay profile(s), inciuded in the production is the target’s Coogle Pay Custamer Indo, which
includes the billimge Mstrument number in the format Visa-DEBIT-1234, 1f you wish fo abtain the
[ull billing instrumment mimber associated with the larget accountis}, pleass smadl
uslawenforcementi@govele.com (ah with the Google Roferense Numbwr, {t) the farger decoani(s)
for which additional rooords are requested, and {¢) the specific request languwage thae you belicve
cntitles the keizal process to such records, We will review your request promptly upoi receiving
additional information frein you and provide you with any responsive information.

For 8 Google Cusiodian of Records, we will reguire a subpoena and confirmation Trosm
vou of the time and date ol the appearance, the scope of testimony, any Google Keference
Numbei(s) associated with the case, and the travel for the uppearance at leasl one week in
advance in order o identify, make the appropriate plans [or, and prepare a custodian. for iriul.

Finally, in accordance with Section 2706 of the Rlectronic Contnanications Privacy Act,
Google may request reimbursement for reasomable costs incurred in processing YouE equest.
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Eepards,

Cony Gaddis
Google Lugal Tuavestigations Support
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CERTIFICATE OF AUTHENTICITY

Fherchy certity:

l. I am authorized to submit this affidavit oo behall of Google LLC ("Gonile™, located in
Mountain View, California, T have personal knowledge of the following fucls, cxcept as noted,
and eould testify cormpetently thereto i called as u witness.

2. 1 am qualified to authenticate the rceords bevause Tam faniliar with how the recods
were erealed, managed, stored and retrieved.

3 {ioogle provides Internet-based services.

4. Attached is a true mmd correct copy of records pertaining to the Google account-holderis)
identified with account(s) ROBERTCOSTELLOEGMAIL COM, with Google Rel. Wo. 8786657
(“Dogument™), Accomipanying this Certificule of Authenticity as Atlachment A is a list of hash
values cornespording Lo sach file prnduced m respoase b Lthe: 27703 Order or Fouivalent,

3 ‘I'he Documend is a record made and retained by Google, Guogle servers record thiz data
apomatically at the time, ot reasomubly soon aftet, it is colerod o tranymitted by the vser, and this
duta is kept in the course of this regularly conducled activity anl was made by regularly
condueied activity as a regulur practice of Google,

&. ‘The Docwmenl is a trus duplicate of vriginal recoeds that were generied by Google's
clectromic process or system fhat produces an accurate result. The accuracy of Google™s
leclronic process and systemn is regularly verified by Croogle.

7 Pursnani to 28 U S.C. § 1746, 1 declare under penalty of petjory that the forcgoing is tee
and correct 10 the best of my luowledge.

s Cory Gaddis__ Diale; December 7, 2021
{Sienatore of Records Custodizng

Cory Craddis
{ame of Rooords Cuslodian)

sLaw o ooment@ googla.com
Mouritair: e, Cifernia $L043
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Attachment A: Llash Valoes Tor Produciion Files (Google Ref. No. 8786637)
robertoostel lo@gmail.com, 3603282 66709 GooylePay Customerhn formation_6].zip:

ME¥S- 421 {928 158 1 b7676504a97 43 Tdtd 4

SHASL2-

TdShiZel 592 a0hd | 4256FF4 2 54ch228e 197 3a06hd 74101 1ooddad 23389d7heBc 2089424809401
BOfdaelc the4 81304639003 404 1b6h 1402 523 1994bd 50

rubertcostellogiemail com. 581360333229.CoogleAccount. Subseriberinfo_00] Zip

WS- Q3¢ Beddb 1 §3dfEeacT 106494 Rade |

SITAS)2.

hiab 182900521 154545 10F653 540006 1 5441548 1369ac7 10dcabh4 1 16c330cc3cf52e fbdBdI43eR)
§727cb86F16389ac05a5 1 Lb3bI0Te 7993562608 TH694

robertcosicllo@gmail.com, 581360333229 Hangouts, Meladata 001 zip:

BA¥S. A88 747861 3be] fchhd05d3ech2aladdl

SHASI2- '

Scfdedal97RARTOEATSA041 A2 5d4 734086332 190a4b2 1 6ddBIRSSIHTORES SdfccedftnatI2lene
236278 T0aat s 3cAUR T MBI 4288 b4£2 RS 93013 5420784

rabentcosteliofmpmail com.CGmail Headers mboe:

M DI5- eReastb20e26bi1 TER G003 014402

SHAS12-

2316251 7a56da5at ledibes3 71530376720 817681210508 1 db42 L4b53d48 755657 TUN3E LEShAd4
K0a7es2 30047007 109e T30 The 25903 0be | 5200 (e 1 6ThbE

roberteostello@lgmail com. filenamesize oo

MIDS- oRAZ3IFFcO1 713295706 112 hdb2%9c1 6ed

SHASLZ-

GITA244 1542608013 Te0d32a50940b3 8207409749 2 544540311 7500 %abaa 1 abda2b7 ieded(ded
fedd | 03 10261 1os $fDhasen469357 1 7elddb3cdu 78

VAL Enforenrmoen g oegin, ot
Fontan Yiew, Caitsis D501
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s Eervice: hoosass Liog Bobivity
-Desonroe: hotivity

G Proproiazaryh

PCEnort Suamaryv

Ztart of date <znge:r A0ZL-03-UE Q0400000 TITC
FERA of dace rangs: 2121-Z0-Z2 002000 OTE

*ex*p]]l inforpaticr concained slergs de this File willin the AT7 goptaires ig Google Confidential an

1
H

Driginating Identifier: wobertooatel Lolcmail, com [Erai | Bddresal

Beosslved [dentlflers 5813603533222 [Google hocovns 1D]

Bes2lution Zolh: sobertcostelliofygmsi . com [Erail add-oss] -> SEI353332222 [Soogle Bocoanl ID]
ez i Rdd=ees Aszosialac willh Soodale Loeoounl ID: cobertcoslellofqunalil . ooom
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FEpd Lyl h44dEdd ¥ Soogle Confidential ard Proprietary

ha_mitdsd3omzil. com
‘marovpartrers@gmail.com
crepltotoookkgnalil L oom
crmieARicorne:l. e
—obertoostellodSigrail. com
robertcosTallo@omezil  zom
robertmichaeleocoste_ lofgraild . com

Fhfgiaddsdddtd * Coogle Confidencial and

Propristary

R T L an R R R d b

*opEET RS T

Us-001739



Gogle LLS

1500 amphitheatrs Farway

Case 1:21-cr-00670-CIJN Document 34-2 Filed 03/08/22 Page 8 of 10

Deernber 8, 2071

Speeial Agent Matthew Larices
Federal Burcau of Invesligation
4325 Discovery Boulevard
Manussas, VA 20009

Re: 2703¢d) Order or Equivalent dated Novemhey 11, 2021 {Internal Ref, No.
BTB6OST)
SC Ne. 21503533 1:21-50-03533-KTH - Supplemental

Dear Special Agent Luriceia:

Pursuant to the 2703(d) Order or Equivaleet issucd in the above-referenced matter, we
have conducted 1 diligent search for docwmunts and information aceussible oo Goagle’s syslems
that are responsive to your tequest. Our response 1s made in weeordance with state and federal
laww, including the Eleetronic Communications Privacy Act, Soe 18 T80 § 2701 ot s

Fnclosed arc additional records respogsive to your requést, Accompanying this latter is
responsive infimmation to Lhe extent reasonably accessthle from our system associated with Lthe
Googlk: account{s), ROBERTCOSTELLOGGMAIL. COE, as specificd n the 2703(d) Ordex or
Eyuivalent. We have also included a signed Certilicate ot Authenticity which includes 1 list of
hash valoes that correspond to each fle contained in the production, (ieogle may not cetain 4
copy of this production but docs endeavor 10 keep a list of the files and their respective hash
values, Te the extent sny document provided herein conrain: information exceeding the scope of
vour request, protected from disclosure ot otherwise not subjeel to produciion, if at ull. we have
redacted such informacion or removed such data fields.

To the catent that the Google aceount(s) rgeled n the legal reguest have assoyialed
Gonule Pay protilels), mcluded i the production is the target’s Gooyle Pay Custorner Enfo, which
includas the bilfing instriment nuatber in the formal Visa-D EBLT-12234, If you wish to obain the
fafl hifling instrument mimber associated with the larpet aceounil(s), please cmail
uslawenforcomenti@oele.com (4) with the Google Reference Numbwer, (b) the turget account(s)
for which additional records are requested, und {¢) the specific requust language that you hulicwve
entitles the legal process to such records, We wil review your request pronptly upen Teceiving
additional information from yon and provide vou with any responsive informarion,

Finlly, in accorduance with Suction 2706 of the Electronic Commuriications Privacy A,
Cipogle may request refmbursement [oe reaserahie costs meurrsd in processing your fequest.
Ropards,

Cory (raddis

LisLawonfo-ceTanlirgeogls oom
rontain e, coafllarmin 9043
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Croagiyer LI

USLawEnforeermant Jimag e, oo
LEAD ampaitheatres Ferkway ;

Mouabat Yisw, Calforeia Y4523

CERTIFICATE OF AUTHENTICITY

Ehwrelyr certify:

1. 1 am authorized to submit this affidavit en behalf of Google L.LC ("Google"), localed in
henmtain View, Californin, | have personal knewledge of the following facts, except us nated,
and could testify competently thereto if called ag a witness.

2. I am qualified lu authenticate the records because | am familiar with how the recards
wele credted, managed, stored wod retrigved,

1. Google provides Internet-based services.

d. Attachod is a true and correct copy of records petraining o the Goosle account-holdor( )
iddenliGed with accownt(s} RORERTCOSTELLOEGMAIL, COM, with Google Ref. No. 3786657
{“Document™). Accompanying this Certificats of Authenticity as Attachment A s a list of hash
vulues corresponding w 2ach file producixd in responss W the 2703{(d) Order or Laquivalent.

3 The Document is a record mads and retained by Google. Google servers recard this duta
automutically at the time, or reasonably soon aller, it is entered or transmitted by the user, and this
data is kept In the couese of this regularly conducted activily and was made by repularly
conducled activity as a regular practice of Google.

6. The Document is 1 true duplicate of original records thit were generated by Gioogle’s
electronic process ot system that produces an aceurate result. 'Ihe aceuracy of Google's
slectronic proeess and systew is regularly verificd by Google,

7 Pursuant to 2% U.5.C. § 1746, 1 declare uader penalty of perjury that the [onsgoing is true
and correct ta the best of my knowicdge.

s CoryGaddis Date; Deceinber 8, 2021
{Signature of Records Custodian)

Cory Guddis
{Mame of Records Custodian)

US-001742
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Attachmeni Az Hagh Values for Production Filey (Lriernal Ret. No. 87R6657)
refberteostellofmmail.com: AccountsLinked ByCookies. bl

VDS- 8c3556b20d29083 [004bheR00=030ab 1 -

BELASLZ-

{4524hd 1 Re 553 focbal adf8 860484 59b0c 3R 59002 4324807605003 3161 19RO T IBRHETL db
2443049 1 18e5das080ed 304 M1 77 ecB OB T thedadud 16

robertcostelio@email.com 581360333229 AceessLog Activity. Activity_001.»ip:
D3 fdf4d4 79400 Tul 204 5{0a78h3 1212423
RHAST2-

S 65945eT S hbehbe2e3edDdee5828de Ladeb 70T 584a3 S cered 0427 104047 Se B0 749064308
£33463876cdSebbel6686ec40Ih2d TR 227 E4d Tab Ibe
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